Wake County Information Services
FY12 Business Plan Prepared January 2011

Message from the CIO
Challenges we face

This message this year echoes last year’s. We continue to face the mounting challenges of improving
technological support and providing leadership in the public sector while working within in tighter
constraints and higher expectations. These challenges continue to increase in complexity:

e the economic environment requires us to reduce costs while keeping pace with changes in
requirements and demands for technology-based services

o powerful technologies directly available to consumers have shaped expectations for the more
nimble delivery of public services while we still have the obligation to maintain legacy systems

e advancements in the array of options to manage and deliver technical services demand a
reevaluation of our approach to support for the County’s business operations.

Although we have been able to make incremental adjustments to adapt to changes, we have arrived at a
crossroads. We have a large investment — financial and organizational — in how we think about and
carry out our work; we are now confronted with the diminishing effectiveness of that approach. We will
have to shift our approach to better use the commoditized technologies and services that have become
more available, efficient, secure, and affordable. In the past year, we have found opportunities to move
work out using services such as email encryption and website hosting.

This shift will allow us to focus our internal staff on systems and services that are unique to the County’s
processes. Our mission will become creating the capacity to know when and how to use “over-the-
counter” services and technologies and when to pursue an approach unique to our organization. A
higher level of continuous engagement between IS and the county’s business units is required and our
staff will need to continue to build their skills to effectively engage and lead others.

This FY11 business plan reflects a budget that includes a reduction for the third consecutive year.
Changing our approach to the architecture of our core Oracle platform, negotiating lower licensing and
maintenance costs, and eliminating low value systems account for almost two-thirds of our reductions.
The training budget is reduced by 40%. The balance of the reduction, though, can only be accomplished
through reductions in staffing.

How we will meet the challenges

We have about 50 initiatives projected for FY12 and another 25 pending funding. We will emphasize
three strategic approaches in this work:

e Leverage and build on what we have. We will look first to understand what we have and
whether it can be extended to meet other needs.

e Assess and simplify the technical environment while assuring alignment with high value business
processes.

e Improve our sophistication with respect to delivering only what is needed to accomplish the
work. This will minimize over-provisioning technical services and devices.

To maintain and improve essential core technologies, increase alignment with business units, and to
meet the challenges posed above, we are recommending the following budgets:

e FY12 Operating budget of $11,472,925, which includes a 3% reduction over last fiscal year.
e FY12 Automation CIP budget of $4,978,000.
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FY12 Business Plan and Budget Proposal for Wake County Information Services

An Overview of the Information Services Department

Wake County Information Services (IS) is the centralized information technology provider for County
departments. It offers centrally managed operations and administration for enterprise and mission-
critical automation systems, desktop and mobile services, network and telephone services, software
development and management, and technical support to County departments and authorized business
partners. The department operates a primary and secondary computer center located at geographically
separated sites and uses hosted services for several essential operations and departmental systems.

Vision, Mission, and Goals
Vision
Wake County IS strives to be a nationally recognized leader in the public sector for supporting and

improving government services, increasing access to information and services, and contributing to the
community through the use of technology.

The Digital Counties Survey is an annual study conducted by the Center for Digital Government and the
National Association of Counties, which identifies best practices and recognizes counties that provide
exemplary digital service to their citizens. In 2010, the Center again honored Wake County for being in
the top 10 counties (population of 500,000 or more) for digital service to citizens.

The County’s website, WakeGOV.com, is a key avenue for access to information and services provided
by Wake County; more than three million unique visitors access it each year. WakeGOV.com provides
information about the County Board of Commissioners (BOC), including live video of BOC Meetings;
current county news; departmental, program and general contact information; and a wide variety of
services such as paying taxes, determining eligibility for health and human services, and adopting
animals. Several departments use social media tools — including Twitter, Facebook, MySpace, Flickr, and
YouTube — to complement their website pages.

Mission
Wake County IS seeks out opportunities to work with the County's business units to:

e Provide effective, sustainable technical options to manage their services and information

e Evaluate business processes and use technologies to improve their efficiency and effectiveness
in conducting the public's business

e Find solutions that can be offered quickly and are adaptive to changing business needs

e Create economies to reduce costs for internal operations and expenses to business units.

Goals
Wake County IS has three central goals that guide its work.

e Improve core technologies. IS will provide basic technical infrastructure services and will
collaborate with business units about the changes needed to the County’s technical
environment to support their business processes.

e |Improve the use of technology. IS will collaborate with business units to identify opportunities
to use existing software, new applications, and technology services to meet their business
automation needs more quickly.
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Improve access to information. IS will collaborate with business units to help them transform
the data generated in their business processes into useful information that they can easily share
with others.

Organizational structure and approach

Description of divisions

In the 10 years leading up to 2009, the number of staff in the department grew rapidly, nearly doubling.
In FY10 and FY11, several staff left through reductions in force prompted by budgetary reductions.

The requested budget for FY12 does not recommend staff changes beyond the reduction in force
required to meet the department’s target reduction. The extent of staff reductions will depend on the
implementation of other cost-saving measures adopted during the budget approval process, which will
be completed in June 2011.

The IS Department has 91.75 full-time-equivalent staff, organized into five divisions, as follows:

Technical Infrastructure

Network Services. Wide (WAN) and local area network services for all County facilities. WAN
services are offered to municipalities, the Chamber of Commerce and ABC Board. Services
include Internet service (primary and backup), wired and wireless network design, network
upgrades, remote access, and support.

Server Services. File, print, and fax services; backup and recovery systems; server licensing;
operating system and patch management; intranet access management; and server
replacements and upgrades.

Security Services. Virus protection, intrusion detection, firewall monitoring, patching, Internet
filtering services, e-mail encryption and content filtering services (attachments, adult content,
and spam).

Computer Operations. Mainframe and mid-range system batch and online processing for
enterprise applications and connectivity to state mainframe systems. Mainframe services are
provided through an outsourcing arrangement.

DR/Projects/800-MHz. Operational support and maintenance of the 800-MHz radio system and
paging systems, disaster recovery projects, specialized technical project management.

Database Operations. Oracle and MS SQL Server database development and management,
support for major systems such as Land Records, Register of Deeds, GIS, EMS, and the public
website.

Business Applications

Enterprise Support. E-mail, calendaring and directory management; content management; and
application development and management focused on the Domino-Notes platform.

Land Systems. Application development, management, and support for billing, collections,
computer-assisted mass appraisal, revaluation, permits and planning.

ERP — Finance, HR, Budget. Management of the deployment of a consolidated budget, finance
and human resources system.

Customer Services

Telecom. Local, long distance, cellular and specialized telecommunications service, paging
service, Public Safety cellular service, specialty services (voice mail, call distribution, custom call
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routing, and call center management systems), data wiring and cabling, phone set and accessory
provisioning, and hand-held device procurement and support.

e Help Desk and Asset Management. Single point of contact for IT-related service requests;
telephone and e-mail-based dispatching for hardware and software support; software research,
procurement and installation; service request management; hardware research; and
procurement and asset management.

e Desktop Support. New installations and repair/replacement services for computer equipment;
computer equipment moves; remote and on-site diagnostics; handheld device installation; and
installation, upgrade and configuration for multiple applications.

e Computer System Administration (other than eWake). Technical administration for enterprise
and larger departmental systems, including maintenance, user support, and upgrades. This unit
collaborates with desktop support services to provide a broad array of services to facilities and
business departments.

Applied Technologies

e Application Development. Business consultation and application development, management
and support focused on Microsoft products.

e Web Design and Support. Design, management, and administration of the public and internal
websites.

e Organizational Readiness and Change. Business process analysis, business process redesign,
business consultation, staff development, targeted training, and training consultation.

e Project Management. Project management and business consultation.

Information Services Administration

e Administration. Leadership, management, budget and personnel management; operating and
capital budget planning and management; portfolio management; strategic planning; service
level agreements; and performance measurement.

Decentralizedechnical and information services

The County has several other technical service units that operate outside the direct management of the
IS department. These units support the libraries, Geographic Information Services, General Services
Administration, Register of Deeds, Board of Elections, and Sheriff’s Office. Human Services has an IT
Manager whose work is co-managed by the CIO and the Human Services Director.

In addition to these technical units, the Chief Information Officer (CIO) has oversight responsibilities for
automation systems throughout the County and consults with these departments as appropriate. The
ClO and IS staff maintain close ties to other departments’ staff and work collaboratively with them by
providing technical consultation and backup as required. Service Level Agreements to manage the
relationships are negotiated with larger departments with more complex technology support needs.
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Major Accomplishments of FY11

Information Services is committed to maintaining and building on the alignment of its work with the
needs of the organization. Projects are grouped by one of two drivers: 1) improve business processes
or productivity and 2) improve core technologies.

In FY 2010, Information Services staff completed 116 initiatives. About 45 percent of the projects were
designed to improve core technologies and 55 percent were designed to support and improve business
processes. Of these, almost 60% were high priority, meaning they were essential to either the core
technologies or business process. Midway through FY11, Information Services staff had completed
nearly 60 initiatives and had another 80 in progress at the beginning of calendar year 2011.

The two charts below illustrate the balance between the projects driven by business while attending to
the underlying core technologies, such as network, storage and security services.
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FY11 began with nearly 100 active initiatives, which is similar to the previous fiscal year. At mid-year, IS
had completed or was nearing completion of significant projects to improve core technologies and
improve business processes and access to information. Examples of these projects are described below:

Projects to improve core technologies

Facility upgrades. Network improvements (e.g., rewiring, replacing switches, and routers) were carried
out in several facilities, including the Public Safety Center, the Wake County Office Building, the Wake
County Courthouse, and the Human Services campus.

Security improvements. Information Services continued its efforts to improve information security
through several projects in FY11l. Among those that were completed were policies, procedures and
platforms to encrypt electronic media (e.g., USB devices and external hard drives), and policies and
procedures to protect sensitive information on digital copiers.

Projects to improve business processes and access to information

eWake. This has been a multiyear project beginning with the implementation of the Finance and
Budget modules in FY08. In FY10, the last major modules — Human Resources and Payroll — were placed
into production, including an electronic timekeeping program that is integrated into the eWake suite.
This effort put the County's core information into one system, which allows it to improve its budgeting,
position management, and fiscal controls. After the implementation of the core modules, the project
team immediately began work to expand self-service features for employees and to complete the online
recruitment and hiring system. This employee self-service (ESS) project led to the capacity to enroll in
new health, dental and flexible spending account programs online in the new eWake system. Both this
and the online recruitment and hiring system were placed into production in the first half of FY11.

Security awareness training. Information Services and the County’s Information Risk Management Core
Team prepared a training program for all employees that will initially focus on basic security
requirements and, for those to whom it applies, specific training on HIPAA (health information) and PCl
(payment card) requirements. The initial training will begin in early 2011 and all staff will be expected to
go through and pass the training at least annually.

Wakeemployees.com. Also in early 2011, an intranet portal for employees will be launched. Previously,
employee news, information and policies were published in a wide variety of locations, which limited
the content and usefulness of the information. The intranet portal provides a better medium and a
single location to distribute policies, explain benefits information, and provide other employee-related
information.

E-mail encryption. The Information Services Security team evaluated the content of e-mail
communications that went outside the County over the Internet. They found that some contained
private information (e.g., health-related or other personal information) that could be compromised if
hacked. Teams within Information Services developed a method to encrypt e-mail — both by the sender
and automatically — to protect outgoing messages. This project was completed and the encryption
technology fully used in the first half of FY11.

Daysheet automation. Human Services staff provide services that receive reimbursement from the
State Division of Social Services. The procedure to record and report their services rendered was largely
a manual process that required transcription into the State system. This project created an automated
process to record time and workflow to ensure the proper authorizations are in place before submitting
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the data to the State. It precipitated improvements in business processes and eliminated errors in
recording and reporting. The automation was successfully introduced in mid-FY11.

FY12 DISCUSSION

As part of the FY12 Budget Development, departments were directed to identify three percent of their
total target base in reductions. The reduction for Information Services is $354,833 on a target base
budget of $11,827,758. This follows a similar, though deeper, round of reductions in FY11. To meet the
reduction, Information Services has identified reductions in licensing and maintenance costs, training,
and positions for reduction in force.

The most significant operational reduction, other than personnel, stems from changing the technical
approach for the Oracle database environment. Other substantial reductions were achieved through
negotiating lower maintenance costs for LANDesk, increasing savings in the contract for outsourcing
mainframe services, and replacing an issue-tracking platform with an open source alternative.

The Oracle platform supports the County’s revenue system, Register of Deeds, Geographic Information
Services (location, property and environmental mapping), and several other systems. Due to advances
in hardware and virtual technologies, the County is able to switch from the highest level of licensing to
the least costly. During FY10 and early FY11, Information Services evaluated the risks and benefits of
this change and determined that it could maintain the current service levels for the business processes
with little risk resulting from the change. The change to the platform, associated with an upgrade of the
product, will result in an annual savings of nearly $160,000.

Other reductions had a positive impact on the proposed IS budget. LANDesk is a software platform that
allows the department to manage desktop devices, e.g., updates and patches, remotely and avoids the
cost of adding personnel. The department successfully negotiated a reduction in maintenance costs.
The contract to outsource mainframe services, which was initiated as an earlier cost reduction measure,
continues to improve the bottom line as the costs for outsourcing continue to decrease. The issue-
tracking platform had substantial annual licensing costs. The IS staff reviewed its core requirements and
found an open-source alternative with similar features for one-fifth the cost.

Although Information Services will start FY12 with a smaller array of initiatives than in previous years,
the emphasis on supporting improvements in business processes remains. As illustrated in the chart
below, the proportion of business drivers to core technology drivers for projects is consistent with those
for the current fiscal year.
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The addition of projects to the portfolio will be largely dependent on economic improvements that
allow expansions (or reallocations) in both capital and operating expenses, since most projects have an
ongoing operational impact. Notwithstanding the reductions, Information Services will continue to
pursue significant projects to improve the infrastructure and support business processes. Among these
are the replacement of the Oracle database infrastructure, record management initiatives, replacement
of the Sheriff’s Jail and Records management system, replacement of the public health information
systems, and upgrades to WakeGOV.com.

Information Services will deepen its approach to application portfolio management in FY12, building on
the project portfolio it uses to manage its resources and projects. The purpose of the initiative
(application portfolio rationalization or APR) is to improve planning for upgrades and replacements for
major systems and to ensure that the County’s technology investments align with their business value.

Collaboratively, IS and departmental staff will collect key information (business value, costs of
operation, risks, and technical quality) for each 5 to 10 major systems in each department. They will
categorize each system into one of four classifications based on technical quality and business value —
Tolerate, Invest, Migrate, or Eliminate (TIME). They will prepare plans according to their classification,
as follows:

e Tolerate has high technical quality and low business value. Planning will focus on minimizing
maintenance costs and staffing levels. Investments in the system will be minimized or stop.

e Invest has high technical quality and high business value. Planning will focus on maintaining the
technical quality, training and retaining staff, and responding quickly to changing business
needs.

e Migrate has low technical quality and high business value. These systems are at the highest risk
of technical obsolescence or failure and require two sets of action: a technical response to
mitigate the technical risks and a business response to assure that a robust business continuity
planis in place.

e Eliminate has low technical quality and low business value. These systems would be
decommissioned as quickly as possible. Any resources freed as these are eliminated should be
reallocated to the systems in the Invest or Migrate classifications.

Systems in the Migrate and Eliminate quadrants will be the first ones targeted for further review and
action.

The chart below is adapted from research by Gartner, Inc., and represents the quadrants in which the
systems will be placed. As staff assess each system, they will place it in its respective quadrant on the
chart. This will provide a quick visual presentation of the state of the County’s systems and indicate the
areas that need further attention.
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Projects to improve core technologies

Oracle platform upgrade. As noted above, changing the technical architecture of the Oracle database
infrastructure will result in significant cost savings. This project will incorporate a version upgrade from
10g to 11g, which will keep the platform within Oracle’s product support cycle and yield additional
performance and operational improvements. The platform change will use a combination of physical
and virtual servers to reduce equipment costs, simplify database and platform recovery, and improve
the manageability of the platform

Projects to improve business processes and access to information

Record Management initiatives. In FY11 and extending into FY12, Information Services will carry out a
Document Management project in economic support services in Human Services. This includes
changing business processes and deploying the hardware, software and support service necessary to
adopt an imaging and evidence management system. This system would allow digital storage and
retrieval of client applications and evidence of eligibility and certification for economic support
programs. Concurrently, Information Services will launch a yearlong educational and consulting
initiative with departments to determine core requirements for record retention, release and
disposition and create action plans to conform to those requirements.

Sheriff’s Jail and Records management system. This project will begin in FY11 and extend throughout
FY12. It will involve replacing the existing iSeries/AS400 HTE Records Management System with a more
fully featured system from the same vendor and will be moved to a server-based system similar to other
enterprise applications.

Human Services Patient Care Management System. The current health practice management system in
Human Services will be replaced to meet current and imminent requirements for managing electronic
health information. The inception phase of the project will begin in FY11 and procurement, installation
and deployment will begin in FY12.

WakeGOV.com. The County’s public website is on a technical platform that has been phased out and
needs to be replaced. While Information Services has planned to use Microsoft’s SharePoint
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technologies for the underlying infrastructure, it will reassess its platform decision in late FY11l. Other
options may be available that will more expeditiously meet the County’s requirements. Regardless of
platform selection, work on replacing the current platform will begin in late FY11 and extend through
FY12.

HORIZON ISSUES

Consumerization, mobile devices, and mobile services. One of the pressures faced by Wake County —
and by most enterprises — is responding to the rapid consumerization of technology. Smartphones,
tablets, netbooks and other devices have put more technology into consumers’ hands. These
technologies — along with improvements to, and lower costs for, desktop computers — have changed
expectations about how applications should work, how to access enterprise applications and
information, and what technical tools should be available in the workplace.

Along with this has come a blurring of individual personal and professional boundaries. As an example,
employees expect to be able to use one device for communications — not one for work and another for
personal matters. Among the changes that this forces are finding ways to meet requirements for
protecting sensitive information and securing business processes that will allow employees to use their
own devices. A growing trend is to move from employers issuing technology to employers issuing
stipends to employees to purchase and use their devices.

Changes to the infrastructure have to occur concurrently. To move to an “any device, any time”
paradigm, different methods for managing risks to information security, deploying applications, and
providing support have to be put in place. Among these changes are virtualization of desktops,
streaming applications, creating Internet-based applications accessible through mobile devices, and so
on. It is a fundamentally different approach. In late FY11l and early FY12, Information Services will
identify key changes that need to occur and create projections for a series of projects for the next
several years to meet this trend.

Software as a service. Not all software solutions require elaborate, high-maintenance systems.
Software as a service (cloud-based services) can offer an array of modular approaches to meet key
business needs at lower costs or with lower risks. It can offer opportunities to test the adoption of an
application or system without a concomitant large investment in infrastructure and personnel.
Examples are Internet e-mail services, applications for word processing and surveys, and password
management.

Public sector agencies have been slow to adopt these services due to perceived information risk and
public records requirements; however, Information Services has begun to use cloud-based services,
including one for e-mail encryption. As business and infrastructure needs change, Information Services
will continue to include cloud-based services among its options to evaluate against on-premises
solutions.

This approach, however, has budgetary implications; potentially, it will require a review of the funding
models for technology projects. Cloud-based services are more appropriately funded as an operating
expense. On-premises services, since they include acquisition of equipment and licenses, are more
appropriately funded as a capital expense.

Major systems. Two major systems — Planning and Permitting and Revenue — are candidates for
replacement or significant upgrades within the next two fiscal years. The current Planning and
Permitting system is on an aging platform, and the capacity to support the platform and the application
is narrowing. While an earlier replacement project did not result in deploying a new platform, it caused
improvements in interdepartmental processes that support the planning and permitting functions. The
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Billing and Collection System for Revenue is built on an aging technology and needs modernization to
maintain support and respond to changing legislative requirements.

Budget proposal

The IS department’s FY12 target base operating budget is $11,827,758, based on FY11’s actual expenses
and adjusted for salary and non-salary items. To meet the County’s targets for reductions, the target
base is reduced by 3%, which results in an FY12 recommended budget of $11,472,925.

Operating budget
Proposed reductions

The budget planning process for FY 12 included reductions for each department totaling 3% of their
FY12 target base budgets; the amount for IS is $354,833. To achieve this reduction, IS management
identifies decreases in license and maintenance costs, training expenses, and personnel. The proposed
reductions, in order of priority, are:

e Decreases in license and maintenance expenses. License and maintenance costs are being
reduced by a net $226,260. As discussed above, the single largest item contributing to the
savings resulted from changing our approach to the Oracle platform.

e Decreases in training funds. Training funds for FY12 have been reduced 40% to $38,453.

e Reductions in force. Personnel costs can be reduced by $90,120 through a reduction in force.

The extent to which the recommended reductions are enacted will be determined through the budget
process.

Request

The IS department’s total recommended FY12 operating budget request is the FY12 target budget less
the proposed reductions. The department’s net request is $11,472,925. The following chart illustrates
the changes in the Information Services budget from FY08 to FY12.
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Automation CIP budget
CIP Model

The Automation CIP is organized into four programs. These are:

e Business Applications. This is a centrally managed procurement process for small software and
technology-related projects.

e Computer Equipment. This is a centrally managed procurement process to provide, maintain
and upgrade desktop and portable computers and associated peripherals.

e Enterprise Infrastructure. This is a centrally managed procurement process to maintain and
improve the County’s data and information network, including network equipment, servers,
backup and recovery systems, licensing for enterprise services, security hardware and software
and other core software, such as testing tools.

e Major Projects. This is a centrally managed procurement and project management process for
the replacement and upgrade of major systems and procurement of new enterprise systems.

Changes to the CIP model

The Automation CIP remains unchanged for Enterprise Infrastructure, Computer Equipment, and
Business Applications. Funding changes have been made for Major Projects to reduce the funding in
FY12 and reallocate it to FY13. The Major Systems funding model for FY12 was $2,500,000. In response
to budgetary constraints, the model for FY12 will be reduced by $398,000 and added to the funding
model for FY13, bringing the funding in FY12 to $2,102,000.

Other changes will be made to the model in outlying fiscal years. The Topographic Mapping project that
will be led by Geographic Information Services will be moved from a horizon (or pending) item to a fully
funded project in FY14 at $500,000. This budget was reallocated from funds set aside for project
identified through the application portfolio rationalization effort. These have been moved to the
horizon items list for FY 14 until specific projects are identified through the rationalization process.

FY12 Automation Projects

Unexpended funds from the FY11 and previous fiscal years ($1,348,000) and additional grant funds
(5295,000 COPS grant) will be added to the FY12 model’s funds for Major Systems. These allocations
will allow several significant projects to move forward. The single largest project will be the
replacement of the Public Health System.

Among the other projects that will be accomplished through the Major Systems program are:

e Completion of the document management initiative for economic support services in Human
Services.

e Upgrades to eWake, the enterprise-wide financial, budgeting, human resources, and payroll
system to bring it to the current version.

e Implementation of two systems to support CCBl’s services: a laboratory information
management system to manage forensic evidence and related documentation and a facial
recognition system to improve identification of individuals.

e Improvement of support for portions of the property tax collection system.

Request

The IS department’s total FY12 Automation CIP budget request is $4,978,000. The chart below
illustrates the allocation model of the Automation CIP funds for FY12:
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Budget Summary

Information Services’ operating budget request for FY12 is $11,472,925, which includes a 3% reduction
in operating expenses and personnel costs. The Automation CIP budget request is $4,978,000.

This budget request is subject to the approval of county management and the Board of Commissioners.
The business plan will be revised at the beginning of FY12 to reflect the final adopted budget and the

FY12 Recommended Automation CIP Budget

-

Moved to FY13 |Major System
Projects
$2,102,000

Computer
Equipment
$1,600,000

Enterprise
Infrastructure|

$1,126,000

$4,978,000

T

Business
A Pps
$150,000

FY12
Total
Automation
cip
Request

Budget Components

corresponding changes to the projects planned for FY12.
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